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Introduction 

The School of English seeks to comply with all the University’s Data Policies and Procedures and these 

guidelines are designed to make staff aware of their responsibilities in creating, maintaining, sharing and 

deleting data. These guidelines are only a summary and the University’s full Data Policies and Procedures 

documents will need to be referred to for a complete understanding of those requirements. 

 

The main Data Categories are, but not limited to: 

 Personal Data (about Staff & Students): 

o correspondence (including email and social media accounts) 

o biographical information (that could identify or help to identify a person)  

o work and/or study records 

 Research Data: 

o collected, research and results (private) 

o shared research (public) 

These guidelines cover any staff member who manages or participates in making, storing and sharing 

University related data whether that involvement is done through a University computer or personal 

device. Staff should follow these guidelines in relation to any University related data that they make, store 

or share, including when they use personal devices or accounts when working on behalf of the School.  

Personal Data 

This document seeks to provide guidelines and policy statements on best practice for making, storing and 

sharing personal data. This also involves protecting the individual involved in such activity and the 

University as a whole.  

Staff must remember that they are representatives of the School and University and will be held 

responsible for any breach on the Universities Data policies. 

Research Data 

The Research Data section also seeks to set a standard for all research in the School, funded or not.  

Good practice in research data management is important for several reasons:  

 It is beneficial to researchers and institutions, ensuring both are able to meet the expectations of 

the research funders.  

 It can improve research efficiency and facilitates the availability of research for sharing, validation 

and re-use.  

University Records Management Policies:  

http://www.nottingham.ac.uk/governance/records-and-information-management/records-and-

information-management.aspx  

University Research Data Guide:  

http://www.nottingham.ac.uk/research/research-data-management/index.aspx  

Other University Policies:  

http://www.nottingham.ac.uk/governance/otherregulations/index.aspx  

http://www.nottingham.ac.uk/governance/records-and-information-management/records-and-information-management.aspx
http://www.nottingham.ac.uk/governance/records-and-information-management/records-and-information-management.aspx
http://www.nottingham.ac.uk/research/research-data-management/index.aspx
http://www.nottingham.ac.uk/governance/otherregulations/index.aspx
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Guidelines for Personal Data 

PERSONAL DATA DEFINITION 

 

  

Personal Data is 'data which relates to a living individual:  

 who can be identified from those data  

 OR from those data and other information which is in the possession of or is likely to come into 

the possession of the data controller (e.g. University) and includes any expression of opinion 

about the individual' – Data Protection Act (1998) 

Confidential Data is data that:   

 'can be connected to the person providing them or that could lead to the identification of a 

person referred to (names, addresses, occupation, photographs) 

 are given in confidence, or data agreed to be kept confidential (secret) between two parties, 

that are not in the public domain 

 are conditioned by factors such as ethical guidelines, legal requirements or research-specific 

consent agreements' – UK Data Archive 

Sensitive Personal Data is information relating to: 

 the racial or ethnic origin of the data subject  

 the person’s political opinions  

 the person’s religious beliefs or other beliefs of a similar nature  

 whether the person is a member of a trade union (within the meaning of the M1Trade Union 

and Labour Relations (Consolidation) Act 1992)  

 the person’s physical or mental health or condition  

 the person’s sexual life  

 the commission or alleged commission by the person of any offence  

 any proceedings for any offence committed or alleged to have been committed by the person, 

the disposal of such proceedings or the sentence of any court in such proceedings'- Data 

Protection Act (1998) 

The presumption is that, because information about these matters could be used in a discriminatory 

way, and is likely to be of a private nature, it needs to be treated with greater care than other personal 

data. 

Adapted from the Information Commissioner’s Office website: https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions   

See also their Personal Data Quick Reference Guide and Determining what is Personal Data Guide 

See also: FITUG-DataClassificationSchema.pdf 

Example 
A manager’s assessment or opinion of an 
employee’s performance during their initial 
probationary period will, if held as data, be 
personal data about that individual. Similarly, if 
a manager notes that an employee must do 
remedial training, that note will, if held as data, 
be personal data. 

Common Data Protection Situation Examples 
can be found in Section 6 of the University’s, RM 
Framework Guidance Document: Data 
Protection in the Workplace - 
http://www.nottingham.ac.uk/governance/reco
rds-and-information-
management/documents/guidance-
documents/guidance-document-data-
protection.pdf.  

https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions
https://ico.org.uk/media/for-organisations/documents/1549/determining_what_is_personal_data_quick_reference_guide.pdf
https://ico.org.uk/media/for-organisations/documents/1554/determining-what-is-personal-data.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/guidance-documents/guidance-document-data-protection.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/guidance-documents/guidance-document-data-protection.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/guidance-documents/guidance-document-data-protection.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/guidance-documents/guidance-document-data-protection.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/guidance-documents/guidance-document-data-protection.pdf


Data Management Guidelines for Staff-School of English.docx REMEMBER, NOTHING IS PRIVATE Page 6 of 30 

DATA SOURCES 

Records are: 

 evidence of our actions and decisions 

 defined as ‘Information created, received and maintained as evidence and information by an 

organisation or person in pursuance of legal obligations or in the transaction of business’ (ISO 

15489) 

 an essential resource and contain information which is unique and invaluable. They can be used as 

an audit trail as they provide evidence/proof of a specific activity 

Taken from: http://www.nottingham.ac.uk/governance/records-and-information-management/records-management/records-management.aspx  

Apart from the official records kept by the school, sources of personal data may include: 

 emails (between staff and/or staff and students) 

 social media channels (Please see the Social Media Guidelines for Staff-School of English) 

 telephone conversations and/or notes made about such conversations 

 telephone call records 

 

DATA HANDLING POLICY 

The University is required to adhere to the eight principles of data protection as laid down by the Act. In 

accordance with those principles personal data shall be: 

1. processed fairly and lawfully 

2. processed for specified purposes only 

3. adequate, relevant and not excessive 

4. accurate and up to date 

5. not kept longer than necessary 

6. processed in accordance with data subjects’ rights 

7. processed and held securely 

8. not transferred outside the countries of the European Economic Area without adequate 

protection 1 

Taken from: http://www.nottingham.ac.uk/governance/records-and-information-management/data-protection/data-protection-policy.aspx 

NOTES 

1. The University is required to adhere to the data Protection Act 1998 when processing personal 

data. Part of this involves not transferring data outside the countries of the European Economic 

Area without adequate protection. 

This raises issues with the transfer of data to our China and Malaysia campuses. Any transfer of 

personal data to the other campuses must adhere to the University’s, Tri-Campus Data Transfer 

Policy, found here http://www.nottingham.ac.uk/governance/records-and-information-

management/documents/policies/data-transfer-policy.pdf.  

WARNING 

1. To conceal or destroy data with the intention of preventing access is a criminal offence. 

2. Misuse of personal data could incur a heavy fine or result in compensation claims. 

http://www.nottingham.ac.uk/governance/records-and-information-management/records-management/records-management.aspx
http://www.nottingham.ac.uk/governance/records-and-information-management/data-protection/data-protection-policy.aspx
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/policies/data-transfer-policy.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/policies/data-transfer-policy.pdf
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Within this policy all transfers of personal data are considered to be transfers from one data 

controller to another data controller. This policy takes into account local legislation at all three 

campuses. 

 

DATA STORAGE 

Records come in electronic (including video and audio materials) and paper format. It is important that 

both types must be managed equally well, especially in terms of storage, accessibility and disposal. 

 Records - Records are evidence of our actions and decisions. 

 Responsibility - All staff have responsibility for Records. 

 Risk - There are significant risks from loss, damage or unauthorised access. 

 Retention - Keep records only as long as they are needed. 

 Rights - The public has a right to access our records. 

 Reliability - Managing records ensures we create high quality reliable records. 

Taken from: http://www.nottingham.ac.uk/governance/records-and-information-management/records-management/records-management.aspx  

a. Information Security 

Information security shall include protection of the following: 

 Confidentiality: Ensuring that information and systems are accessible only to authorised users. 

 Integrity: Safeguarding the accuracy and completeness of information and processing methods. 

 Availability: Ensuring that authorised users have access to information and systems when required. 

Taken from: http://workspace.nottingham.ac.uk/download/attachments/62358464/IS+Security+Policy.pdf  

b. Procedures and Processes 

Procedures and processes should ensure that records are organised on a systematic and recognised basis: 

1. The record is present: the University has the information that is needed to form a reconstruction of 

activities or transactions that have taken place. 

2. The record can be accessed: information can be located and accessed, and displayed in a way 

consistent with initial use and current version is identified where multiple versions exist. 

3. The record can be interpreted: the context of the record can be established: who created the 

document and when, during which business process, and how the record is related to other 

records. 

4. The record can be trusted: the record reliably represents the information that was actually used in 

or created by the business process, and its integrity and authenticity can be demonstrated. 

5. The record can be maintained through time: the qualities of accessibility, interpretation and 

trustworthiness can be maintained for as long as the record is needed, perhaps permanently, 

despite changes of formats. 

Taken from: http://www.nottingham.ac.uk/governance/records-and-information-management/documents/policies/records-management-policy-

v4.doc  

c. Electronic and Paper Records 

The principles underlying records management – creation, retention, identification, and retrieval of records 

– apply equally to both electronic and paper records. This means that procedures for e-mail and 

information held on shared and personal hard drives have to be as robust and detailed as those for other 

records. The records retention schedule does not specify whether “final records” should be held in paper or 

electronic format; it is expected that Units will decide for themselves which is the most appropriate 

http://www.nottingham.ac.uk/governance/records-and-information-management/records-management/records-management.aspx
http://workspace.nottingham.ac.uk/download/attachments/62358464/IS+Security+Policy.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/policies/records-management-policy-v4.doc
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/policies/records-management-policy-v4.doc
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medium and take steps to ensure that the record is easily retrievable for the stated retention periods. 

Further guidance on electronic records will be issued shortly. 

Taken from: http://www.nottingham.ac.uk/governance/records-and-information-management/documents/policies/records-retention-guidance-

document.pdf 

d. On Site Storage and Security 

 Paper records should be kept in lockable cabinets and not left on desks overnight. Staff should 

be aware of leaving sensitive information on their desks in full view of students or visitors.  

 Electronic records should be kept on the shared network folders and/or Z drive as these are 

protected by IS and backed up overnight. This also allows for secure sharing of data with other 

staff members. 

 In order to protect electronic records, staff should lock their computer screens when they are 

going to be absent from their desks for a period of time.  

 Office computers must be switched off at night to ensure that all system, security and anti-virus 

updates are installed.  

 Staff need to be aware of and avoid threats to IT security via email attachments, phishing emails 

and malicious websites which could compromise data security. 

 Staff who use laptops and mobile devices (iPads, Mobile phones, etc) to access electronic 

records must ensure that they are password protected. For example, mobile phones used to 

check University emails must be set up with a pin access. 

 Data saved to disc or memory stick should be encrypted (the University is establishing a process 

for this). 

e. Off Site Storage and Security 

Laptop users 

It is recommended that you store information you need when you are out of the office on the laptop C: 

drive, provided the data is backed up elsewhere. 

An automated backup solution (Attix5) is available that keeps a copy of selected folders such as My 

Documents on centralised storage (see your IT Support Representative for information) 

Web-enabled Shared Storage 

Course material for students should be shared using the Online Learning Environment (OLE) Moodle 

PLEASE SEE: APPENDIX 1 - WARNING RE USING NON-UNIVERSITY STORAGE (CLOUD SERVERS) 

 

DATA RETENTION 

Please see http://www.nottingham.ac.uk/governance/records-and-information-management/records-

management/retentionschedule.aspx for the University’s Retention Schedules for different data categories. 

In general, the Limitations Act (1980 c.58) sets a time limit of current year plus 6 years for seeking legal 

redress and this informs the retention schedule. If you aren’t certain about a group of records, keep them 6 

years from the time they were created, or contact the Records Manager. 

The Schedule gives the expected “final record holder” for each record type listed. For administrative 

reasons, one unit may need to keep duplicates of records held by another unit (e.g. Schools may wish to 

keep copies of correspondence relating to academic appeals). These duplicates should not be kept for 

longer than the retention period listed in the schedule. 

http://www.nottingham.ac.uk/governance/records-and-information-management/documents/policies/records-retention-guidance-document.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/policies/records-retention-guidance-document.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/records-management/retentionschedule.aspx
http://www.nottingham.ac.uk/governance/records-and-information-management/records-management/retentionschedule.aspx
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To use the Retention Schedule effectively it is essential that records are dated and that they are filed or 

stored in some manner that identifies the date or (at a minimum) the year of creation. There can be some 

confusion as to whether ‘year’ relates to the UK fiscal year, the University financial year, the ‘academic’ 

year or the calendar year. Some record sequences relate directly to an academic year, in the event of the 

schedule stating that the (academic year) records can be disposed of after (for example) three years it is 

advisable to take this to be ‘after the end of the calendar year, three years after the end of the academic 

year’. For example, a record created on 5 November 2012 in the academic year 2012/13 with a ‘three-year 

retention period’ could be considered for disposal after 31 December 2016. 

Taken from: http://www.nottingham.ac.uk/governance/records-and-information-management/records-management/retentionschedule.aspx 

 

DATA DELETION/DESTRUCTION – CONFIDENTIAL WASTE DISPOSAL 

Only a small proportion of the records you produce will be confidential in nature, unless your office deals 

with financial or personal matters (e.g. staff or students). However, it is prudent to remember that: 

 Any record produced by the University which is not already within the public domain, and which 

contains information on identifiable individuals, should always be treated as confidential. 

 Any record produced by the University which is not already within the public domain, and which 

contains commercially sensitive information, should always be treated as confidential. 

 The format of a record has absolutely nothing to do with whether it is confidential or not. Emails 

may be just as confidential as formal letters. 

Taken from: http://www.nottingham.ac.uk/governance/records-and-information-management/documents/policies/records-retention-guidance-

document.pdf  

 

DATA ACCESS REQUESTS 

The University is required to permit individuals to access their own personal data held by the University via 

a subject access request. Any individual wishing to exercise this right should do so in writing to the 

Governance Team and a charge may be made for this request. A standard form is available from the 

Governance Team or on the University’s data protection web pages. 

The University aims to comply with requests for access to personal information as quickly as possible, but 

will ensure that it is provided within the 40 calendar day limit set out in the Data Protection Act 1998. 

Individuals will not be entitled to access information to which any of the exemptions in the Act applies. 

However, only those specific pieces of information to which the exemption applies will be withheld and 

determining the application of exemptions will be made by the Governance Team. 

The University currently charges £10 to make a subject access request. 

Taken from: http://www.nottingham.ac.uk/governance/records-and-information-management/data-protection/data-protection-policy.aspx  

More information about the University’s Freedom of Information policy can be found here - 

http://www.nottingham.ac.uk/governance/records-and-information-management/freedom-of-

information/freedom-of-information.aspx   

 

DATA PROTECTION BREACHES 

“A Data Protection Breach occurs when personal data is handled contrary to the principles 

of the Data Protection Act.  In particular where personal information is lost, copied, 

transmitted, viewed, stolen or used by an individual unauthorized to do so.” 

http://www.nottingham.ac.uk/governance/records-and-information-management/records-management/retentionschedule.aspx
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/policies/records-retention-guidance-document.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/policies/records-retention-guidance-document.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/data-protection/data-protection-policy.aspx
http://www.nottingham.ac.uk/governance/records-and-information-management/freedom-of-information/freedom-of-information.aspx
http://www.nottingham.ac.uk/governance/records-and-information-management/freedom-of-information/freedom-of-information.aspx
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Examples of data breaches include: 

1. Emailing personal data to the wrong recipient 

2. Losing personal data ie on a memory stick, a laptop, or a notebook 

3. Accidentally disclosing personal data to an unauthorised person over the phone 

4. Leaving hard copy documents at a printer or in another public / shared space 

Data protection breaches are NEVER planned, but our response to dealing with them is. 

Where a Data Protection breach occurs, or is suspected to have occurred, the Governance Team should be 

notified as soon as possible. The Governance Team will work alongside the relevant department(s) to: 

 Minimise the damage. 

 Assess the extent of the damage and determine whether the ICO should be notified. 

 Notify individuals affected as appropriate. 

 Ascertain how the breach occurred and, if appropriate, determine how to prevent or minimise 

future breaches. 

All Queries regarding this policy or the Data Protection Act at large should be directed to the Governance 

Team at data-protection@nottingham.ac.uk. 

School of English Procedures 

1. Report it 

 Contact the School Manager, Mari Hughes, if you think a data breach has occurred. 

 After discussion, and if required, email data-protection@nottingham.ac.uk about the breach. 

 The report should include the nature of the breach:  

Was the data lost, stolen shared or unlawfully processed?  

What was the content of the data and how many people will be affected? 

2. Contain it 

 Decide who should take the lead on carrying out a thorough investigation of the breach. 

 Attempt to recover lost equipment. 

 Identify recipients of the breached data and instruct them to delete it. 

 Change any passwords or entry codes immediately. 

 Establish who needs to be informed. 

3. Respond to it 

 Prepare and send an email message (see sample below) to all subjects whose data may have 

been compromised and/or who may have received personal data in error.  

NOTE: All email messages should be stored in the S:\Arts\English\Admin\Data 

Protection\Reports to Governance Team folder. Previous can be used as templates  

4. Carry out a risk assessment 

 What type of data was involved? 

 Could it be put to inappropriate use? 

 How many individuals (or organisations) are affected? 

 Could any harm result? 

 Are there any wider consequences as a result of the breach? 

5. Review and evaluate 

 What were the causes of the breach? 

 How effective was our response to the breach? 

 Are there any risks of the breach occurring again? 

 How can policies be strengthened to prevent future breaches? 

mailto:data-protection@nottingham.ac.uk
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 Do staff have good awareness of the issues or is further training is needed? 

 

See also: FITUG-DataLossReportingPolicy.pdf 

 

STAFF RESPONSIBILITIES 

All users of University information systems are responsible for protecting information assets. Users must at 

all times act in a responsible, professional, ethical and security conscious way, maintaining an awareness of 

and conformance with the security policy. 

Taken from: http://workspace.nottingham.ac.uk/download/attachments/62358464/IS+Security+Policy.pdf  

Staff members who process personal data about students, staff, applicants, alumni or any other individual 

must comply with the requirements of this policy. 

Staff members must ensure that: 

 all personal data is kept securely 

 no personal data is disclosed either verbally or in writing, accidentally or otherwise, to any 

unauthorised third party 

 personal data is kept in accordance with the University’s retention schedule 

 any queries regarding data protection, including subject access requests and complaints, are 

promptly directed to the Governance Team 

 any data protection breaches are swiftly brought to the attention of the Governance Team and that 

they support the Governance Team in resolving breaches; 

 where there is uncertainty around a Data Protection matter advice is sought from the Governance 

Team 

When members of staff are responsible for supervising students doing work which involves the processing 

of personal information (for example in research projects), they must ensure that those students are aware 

of the Data Protection Principles, in particular, the requirement to obtain the data subject's consent where 

appropriate. 

Staff who are unsure about who are the authorised third parties to whom they can legitimately disclose 

personal data should seek advice from the Governance Team. 

Taken from: http://www.nottingham.ac.uk/governance/records-and-information-management/data-protection/data-protection-policy.aspx  

 

Sample email to students 

Unfortunately a member of staff from the School had their bag stolen last week, within which was a 
number of essays to mark, including your own. We have reported this to the University as the essays 
contained your student ID number and other basic personal information and this is therefore a breach 
of data protection on the institution's part. Just to reassure you, the essays were recovered two days 
later, so the University is not treating this as a major breach of data protection. However, it is important 
that we let you know what has happened and if you have any queries or concerns about what 
happened, please do get in touch with me. 

Also, I should let you know that the recovered essays were not in a state in which they could be marked, 
so we have printed off new copies from Turnitin and you will have a new feedback sheet attached to 
your essay when it is returned to you. 

Best wishes 

http://workspace.nottingham.ac.uk/download/attachments/62358464/IS+Security+Policy.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/data-protection/data-protection-policy.aspx
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STUDENT RESPONSIBILITIES 

Students are responsible for: 

 familiarising themselves with the Data Protection Agreement provided when they register with the 

University 

 ensuring that their personal data provided to the University is accurate and up to date 

Taken from: http://www.nottingham.ac.uk/governance/records-and-information-management/data-protection/data-protection-policy.aspx  

 

 

Top Tips about Data Protection 
These top tips are not exhaustive but provide a basic overview of some important aspects of Data 

Protection staff should be aware of: 

1. Don’t be complacent. Make sure you understand what your responsibilities are. Data Protection 
courses are run monthly at the University and compulsory podcasts have been produced for all 
staff. 

2. Use privacy statements if you ever collect personal data for any legitimate reason. Make sure you 
explain why you need it, what you are going to do with it and how long you intend to keep it.  

3. Don’t disclose personal data to any person or third party unless you have the permission from the 
individual (or a legitimate reason). Always confirm a caller’s identification before you disclose any 
personal details to them. Ask basic security questions to satisfy yourself you are speaking to the 
individual they claim they are. 

4. Take care with emails. Email is the most common cause of breaches. Don’t put personal 
information in emails if you don’t want it disclosed. Emails are not secure and can be disclosed 
under Subject Access Requests. 

5. Use strong passwords. If you store personal data on your computer then make sure your password 
is strong – See http://www.nottingham.ac.uk/it-services/services/password.aspx for help with 
creating a strong password. 

6. Use physical security measures. If you have personal data in your paper records make sure you 
keep them securely (not lying on your desk) and delete/destroy them as soon as they are no longer 
needed. Make sure cupboards, filing cabinets, secure rooms etc are kept locked, don’t leave keys 
on display. 

7. Destroy means destroy. Make use of the University’s confidential waste service to ensure personal 
data is completely and securely shredded.  

8. Report all personal data breaches straight away, early identification may help to recover or 
contain the data breach and prevent further damage.  

9. Refer to the Tri-Campus Data Sharing Agreement if you need send personal data to our overseas 
campuses.  

10. Requests for an individual’s own personal data are called Subject Access Requests. If it is not data 
you would routinely disclose to an individual in the course of your work, direct the individual to the 
Governance Team.  

Adapted from: http://www.nottingham.ac.uk/governance/records-and-information-management/documents/guidance-
documents/guidance-document-data-protection.pdf and http://www.nottingham.ac.uk/governance/records-and-information-
management/documents/guidance-documents/data-protection-breach-guidance.pdf  

http://www.nottingham.ac.uk/governance/records-and-information-management/data-protection/data-protection-policy.aspx
https://training.nottingham.ac.uk/cbs-notts/Guests/GuestCourse.aspx?CourseRef=EDPS
https://training.nottingham.ac.uk/cbs-notts/Guests/GuestCourse.aspx?CourseRef=EDPS
http://www.nottingham.ac.uk/legalservices/podbriefings/index.aspx
http://www.nottingham.ac.uk/it-services/services/password.aspx
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/policies/data-transfer-policy.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/guidance-documents/guidance-document-data-protection.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/guidance-documents/guidance-document-data-protection.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/guidance-documents/data-protection-breach-guidance.pdf
http://www.nottingham.ac.uk/governance/records-and-information-management/documents/guidance-documents/data-protection-breach-guidance.pdf
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Guidelines for Research Data 

 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/creating-data/policies.aspx 

This guide is a summary the University of Nottingham’s comprehensive Research Data Management 

guidelines found here http://www.nottingham.ac.uk/research/research-data-management/index.aspx. 

Staff (and PhD students) should refer to the full guidelines when planning research. 

See also: FITUG-ResearchDataManagementPolicy.pdf 

 
   

The University adopts the following policy on Research Data Management. It is acknowledged that this 

is an aspirational policy, and that implementation will take some years. 

1. Research data will be managed to the highest standards throughout the research data lifecycle as 

part of the University’s commitment to research excellence. 

2. Responsibility for research data management, through a sound research data management plan 

during any research project or programme lies primarily with Principal Investigators. 

3. All new research proposals must include research data management plans or protocols that 

explicitly address data capture, management, information security (specifically integrity and 

confidentiality), retention, preservation, sharing and publication. 

4. The University will provide training, support, advice and where appropriate guidelines and 

templates for the research data management process and research data management plans. 

5. The University will provide mechanisms and services for storage, backup, registration, deposit, 

retention and preservation of research data assets in support of current and future access, during 

and after completion of research projects. 

6. Any data which is retained elsewhere, for example in an international data service or domain 

repository should be registered with the University. 

7. Research data management plans must ensure that research data are available for access and re-

use where required by their funding body’s terms and conditions or where otherwise appropriate 

and under appropriate safeguards. 

8. Principle Investigators are responsible for deciding, subject to legal, ethical and commercial 

constraints, which data are to be released to meet their obligations. Data shall be released for 

access and re-use as soon as practicable after research activity is completed and results published. 

9. The privacy and other legitimate interests of the subjects of research data must be protected. 

10. Research data of future historical interest, and all research data that represent records of the 

University, including data that substantiate research findings, will be offered and assessed for 

deposit and retention in an appropriate national or international data service or domain repository, 

or a University repository. 

11. Exclusive rights to reuse or publish research data should not be handed over to commercial 

publishers or agents without retaining the rights to make the data openly available for re-use, 

unless this is a condition of funding. 

FUNDED RESEARCH 
Contact IS (Faculty of Arts Erin Snyder) and CAS for advice on your funded research bid.  

See also: Funded (and non-funded) Research Planning offered by IS (and CAS).pdf 

http://www.nottingham.ac.uk/research/research-data-management/creating-data/policies.aspx
http://www.nottingham.ac.uk/research/research-data-management/index.aspx
http://www.nottingham.ac.uk/library/teaching-research/index.aspx
mailto:Erin.Snyder@nottingham.ac.uk?subject=Help%20with%20Funded%20Research%20Bid
http://www.nottingham.ac.uk/cas/index.aspx
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RESEARCH DATA DEFINITION 

“Research data is defined as that which is collected, observed, or created for 

purposes of analysing to produce original research results.” 

Definition from The University of Nottingham Research Data Management policy 

a. Classification of research data 

The Massachusetts Institute of Technology (MIT) has classified data into four types: 

 Observational: data captured in real-time, usually irreplaceable, examples include neuroimages, 

survey data, sensor data, and sample data. 

 Experimental: data from laboratory equipment, often reproducible, examples include gene 

sequences, and chromatograms. 

 Simulation: data generated from test models where model and metadata (inputs) are more 

important than output data, examples include climate models and economic models. 

 Derived or compiled: data that is reproducible, examples includes compiled database, 3D models, 

text and data mining. 

b. Data categories 

The University has introduced a data classification scheme to ensure all University data is suitably 

protected. There are four categories of data, ranging from public, through to highly confidential:  

 Public data: information intended for public use, or information which can be made public without 

any negative impact for the University. 

 Internal data: information regarding the day-to-day business and academic operations of the 

University. Primarily for staff and student use, though some information may be useful to third 

parties who work with the University.  

 Confidential data: information of a more sensitive nature for the business and academic operations 

of the University, representing the basic intellectual capital and knowledge. Access should be 

limited to only those people that need to know as part of their role within the University. 

 Highly confidential: information that, if released, will cause significant damage to the University's 

business activities or reputation, or would lead to breach of the Data Protection Act. Access to this 

information should be highly restricted. 

Principle investigators must assess the data sets they expect to create or use during their research projects 

as part of their research data management plan and ensure that an appropriate level of security is put in 

place.  

Information Services can provide advice or guidance on protecting electronic information assets if required. 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/organise-and-store-data/data-classifications.aspx 

c. Research data types 

Research data types may include all of the following: 

 sketchbooks 

 video recordings 

 correspondence 

 log books 

 test responses 

 slides, artefacts, specimens, samples 

 audiotapes, photographs, films 

http://www.nottingham.ac.uk/research/research-data-management/organise-and-store-data/data-classifications.aspx


Data Management Guidelines for Staff-School of English.docx REMEMBER, NOTHING IS PRIVATE Page 15 of 30 

 models, algorithms, scripts 

 questionnaires, transcripts, codebooks 

 methodologies and workflows 

 standard operating procedures and protocols 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/what-is-research-data.aspx  

 

RESEARCH DATA LIFECYCLE 

Good research data management practice runs throughout a project and continues after a project has 

finished.  

There are several stages in the research data lifecycle, as shown below. 

 grant proposal planning and writing 

 project start and award stage 

 during the research 

 publication of the data or an article 

 archive and preserve data 

Taken from and more info about: http://www.nottingham.ac.uk/research/research-data-management/research-data-lifecycle.aspx 

 

RESEARCH DATA MANAGEMENT PLANS 

A data management plan is an important document which outlines how data will be managed over the 

course of a project. It can help with both sustaining data longevity and assisting with re-use and access.  

Even if you are not requested to submit one as part of your grant application, it is considered good practice 

to develop a plan, as they allow you to critically review your project and develop a suitable plan of action to 

overcome any issues. 

Well managed data ensures that: 

 it is easily located and identifiable 

 others may replicate results, as the integrity of data is preserved 

 risks to data loss are minimised  

 regulatory and funding requirements are met 

Anticipate possible problems and look for solutions 

a. Data Management Responsibilities 

The University of Nottingham Research Data Management Policy states that the responsibility for the 

research data management plan lies primarily with the Principal Investigators. Hence there are a number of 

expectations that must be met. 

What do funders require? 

The following five topics are the most commonly cited areas that funders require information on: 

 data created 

 metadata and documentation 

 ethical and legal considerations 

 access, re-use and sharing 

 long term preservation  

http://www.nottingham.ac.uk/research/research-data-management/what-is-research-data.aspx
http://www.nottingham.ac.uk/research/research-data-management/research-data-lifecycle.aspx
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Requirements  

In order to foster good practice, Research Councils UK have developed a statement of common principles 

on data policy: 

 Public good 

Publicly funded data produced in the public interest should be made openly available. 

 Planning for preservation 

Institutional and project specific data management policies and plans need to ensure valued data 

remains accessible and usable for future research. 

 Discovery 

Metadata should be available and discoverable and clear indications of how to access supporting 

data must accompany published results. 

 Confidentiality 

Research organisation policies and practices to ensure legal, ethical and commercial constraints 

assessed. 

 Privileged use 

Provision for a period of exclusive use of the data, to enable research teams to publish results.  

 Recognition 

Data users should acknowledge data sources and terms & conditions of access. 

 Public funding research benefit 

Investment is appropriate and must be efficient and cost-effective. 

b. Data Management Planning Checklist 

A sample checklist could include the following: 

1. What type of data will be produced? 

2. What standards will be used for metadata and documentation? 

3. What steps are required in order to protect confidentiality, privacy, security, intellectual property 

or other rights? 

4. Are there any funder requirements to share my data? 

5. How do I disseminate and share my data? 

6. How do I archive and preserve my data in the longer term? 

7. How do I store and backup my data? 

8. How much data will I be generating? 

9. Are there any tools or software needed to create/process/visualize the data? 

10. Will I need additional resources to manage data? 

It is much harder to plan retrospectively especially if data needs to be shared 

c. Who can help me at Nottingham? 

IT Support can advise on various aspects, while local contacts within Schools or Departments may have 

subject specific knowledge. http://www.nottingham.ac.uk/is/teaching-research/research-support.aspx 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/data-management-plans/data-management-plans/data-

management-plans.aspx and http://www.nottingham.ac.uk/research/research-data-management/data-management-plans/funders-

requirements.aspx 

See supporting documents: 

 Twenty Questions for Research Data Management 

 Sample Data Management Plan Headings 

 What should I cover in my data plan? 

http://www.nottingham.ac.uk/is/teaching-research/research-support.aspx
http://www.nottingham.ac.uk/research/research-data-management/data-management-plans/data-management-plans/data-management-plans.aspx
http://www.nottingham.ac.uk/research/research-data-management/data-management-plans/data-management-plans/data-management-plans.aspx
http://www.nottingham.ac.uk/research/research-data-management/data-management-plans/funders-requirements.aspx
http://www.nottingham.ac.uk/research/research-data-management/data-management-plans/funders-requirements.aspx
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RESEARCH DATA CONFIDENTIALITY 

Some of the research data which you collect may be personal, confidential or sensitive in nature. As such, 

this may require different safeguarding.  

The procedures for handling personal, confidential and sensitive data are ruled by a combination of ethical 

and legal requirements: 

 Data Protection Act 1998 

 Freedom of Information Act 2000 

 Human Rights Act 1998 

 Statistics and Registration Services Act 2007 

 Environmental Information Regulations Act 2004 

What are guidelines about sharing personal, confidential or sensitive data? 

There is a common misconception that you cannot share data that is categorised as personal, confidential 

or sensitive.  This is not necessarily true and there are certain strategies that you can take that will protect 

the integrity of such data but still allow you to share it within the public domain, for example by: 

 gaining informed consent 

 anonymising data or 

 restricting access to data   

Taken from: http://www.nottingham.ac.uk/research/research-data-management/creating-data/confidential-data/confidential-data.aspx 

a. Gaining informed consent 

In the past researchers gained consent from participants primarily so that they could collect data. It is 

increasing also important that participants fully understand: 

 how you will store, publish and share their data 

 how you will ensure that their data remains confidential and anonymous (where applicable) 

throughout the duration of the project and after 

Failure to obtain consent could result in non-compliance with your funder's requirements and limit the 

opportunities you have to share, publish and preserve your data. 

Written consent should be gained if personal data is being recorded. Verbal consent will suffice where no 

personal data is recorded or data has been anonymised. 

Either way it is good practice to provide participants with an information sheet about your study, so they 

can make an informed decision about whether to participate. 

Adapted from: http://www.nottingham.ac.uk/research/research-data-management/creating-data/confidential-data/informed-consent.aspx  

b. Anonymising data 

Anonymising data is done to protect the identities of those involved in your research.  

It is considered good practice to anonymise your data early on in your project, for example, alongside 

gaining informed consent and when imposing any access restrictions.   

The way you anonymise your data will depend on the nature of your research: 

Quantitative Data 

 remove any identifiers such as names, addresses, or date of births 

 remove any indirect identifiers such as age, occupation, salary 

http://www.nottingham.ac.uk/research/research-data-management/creating-data/confidential-data/confidential-data.aspx
http://www.nottingham.ac.uk/research/research-data-management/creating-data/confidential-data/informed-consent.aspx
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 alter direct and indirect identifiers to more generic information (i.e. use postcode areas instead of 

the whole postcode) 

Qualitative Data 

 use pseudonyms 

 keep a record of any replacements / edits / aggregations just in case this information is required in 

the future  

 store anonymised data separately from data in its original format to avoid confusion 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/creating-data/confidential-data/anonymising-data.aspx  

See also: ‘Guidelines for Personal Data’ above and Guide to the Faculty of Arts Ethics Approval Form.pdf 

 

RESEARCH DATA AND COPYRIGHT  

“Copyright is an intellectual property right assigned automatically to the creator 

that prevents unauthorised copying and publishing of an original work.” 

There are a number of important points for researchers in the above sentence from the UK Data Archive:   

 Copyright is assigned automatically 

There is no requirement to register or claim copyright. 

 Copyright is assigned to the creator 

A PhD student owns copyright in their research, but copyright for work created during the course of 

employment would usually be owned by the employer. 

The University waives this right in the case of collaborative research, either with other academic 

institutions or with commercial partners, then copyright may be jointly held. 

 Copyright prevents unauthorised copying and publishing 

This is to protect the intellectual or financial interests of the creator. 

Researchers wishing to re-use the work should seek permission from the rights holder unless the 

re-use is covered by the fair dealing concept. 

a. Copyright in Collecting Data 

The UK Data Archive also states: 

"Copyright applies to research data and plays a role when creating, sharing 

and re-using data".  

 Copyright applies to research data, as databases are considered as a literary work. This would also 

apply to spreadsheets, publications, reports and computer programmes.    

It is a requirement that the data is original and that there has been intellectual effort involved in 

obtaining, verifying and presenting the content. 

 Copyright plays a role when creating data. For example if data is derived via interviews, then the 

interviewees would hold copyright in a transcript or recording of their words. It is therefore 

advisable to seek a signed transfer of copyright permission at the time. 

 Copyright plays a role when sharing and re-using data. The Copyright, Designs and Patents Act 1988 

includes provision for the use of copyright material under conditions regarded as "fair dealing".   

This means that content can be reproduced or re-used for the purposes of non-commercial 

research or private study, for criticism or review or for the reporting of current events, provided 

http://www.nottingham.ac.uk/research/research-data-management/creating-data/confidential-data/anonymising-data.aspx
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that it is accompanied by an acknowledgement of the source of the data. For other purposes, 

permission of the rights holder must be obtained. 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/creating-data/copyright.aspx 

 

RESEARCH DATA AND ETHICS 

The University of Nottingham requires all staff and students engaged in research to maintain the highest 

standards of rigour and integrity in the conduct of that research. This Code of Research Conduct and 

Research Ethics provides a framework for the governance of all research throughout the University and 

requires that all researchers adhere to the highest standards of performance and ethical conduct, and to all 

applicable statutes and Government guidelines in carrying out their research. 

The Code follows the principles set out in University Statutes (Section 35) and seeks to ensure that 

academic staff have freedom within the law to question and test received wisdom, and to put forward new 

ideas and controversial and unpopular opinions without placing themselves in jeopardy of losing their jobs 

or privileges. 

The Code applies to all UK employees, students, visiting and emeritus researchers, whether they are 

working on the University’s premises or elsewhere.  

The Code applies to all research deliverables and outputs in whatever form, and to all research activity, 

irrespective of how it is funded. 

The document refers to "Schools" throughout to encompass departments/Faculties/Centres, Institutes and 

Professional Service Departments where this is appropriate.  

Taken from: http://www.nottingham.ac.uk/fabs/rgs/documents/code-of-research-conduct-and-research-ethics-approved-january-2010.pdf  

 

RESEARCH DATA CREATION 

The way in which research data is collected, created, analysed, stored and published depends on the 

project, subject and researcher.  

IT provides standard capabilities to all research projects, which can be enhanced dependant on specific 

requirements and funding.  

Planning for data creation in a structured way is good research practice, while planning early will save time 

and effort. 

Data management issues such as formats, storage, funders requirements, data collection and capturing and 

creating metadata are all important, so should be planned at this early stage. 

In your data management plan, you should describe and justify your choice of file formats for all data 

collected by your project. 

According to the University's code of research conduct (pdf), data must be retained intact in its original 

form.  

However, the formats that are most appropriate for data collection and analysis may not ensure the long-

term preservation, accessibility and re-usability of data. 

It is important to consider from the outset how the data can be converted into open, re-usable and 

preservable formats before deposit into an archive or repository.     

 

http://www.nottingham.ac.uk/research/research-data-management/creating-data/copyright.aspx
http://www.nottingham.ac.uk/fabs/rgs/documents/code-of-research-conduct-and-research-ethics-approved-january-2010.pdf
http://www.nottingham.ac.uk/fabs/rgs/documents/code-of-research-conduct-and-research-ethics-approved-january-2010.pdf
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Consideration needs to be given to: 

 Formats for data collection and analysis  

The formats you use during research will depend on the type of research and staff expertise. 

 Planning for data conversion 

When data is converted from its original format in preparation for long-term storage, changes may 

occur to the data.  

Data should be checked after conversion for errors and changes. 

 Hardware and software independence 

You should consider whether the hardware and software used to create and manipulate research 

data are likely to remain available in the long term. Formats for preservation and usability. 

When choosing a file format for long-term preservation, ask: 

 Will future users of the data be able to use this format? 

 Will this format still be usable in ten years time? 

 Does your archive accept this file format? 

 When converting data across formats, how will you check that no data or internal metadata have 

been lost or changed? 

 The file formats you choose for long-term preservation should be: 

o non-proprietary 

o unencrypted 

o uncompressed 

o open standards (endorsed and published by standards agencies such as ISO) 

o publicly documented (in complete and authoritative specifications) 

o widely used and accepted as best practice (within your discipline or another user community) 

o self-documenting (i.e. the file itself includes useful metadata) 

o the product of collaborative development and consultative processes 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/creating-data/software--file-formats.aspx, 

http://www.nottingham.ac.uk/research/research-data-management/creating-data/creating-data.aspx and 

http://www.nottingham.ac.uk/research/research-data-management/creating-data/working-with-data.aspx  

 

 

RESEARCH DATA STORAGE 

a. Data ownership  

IT considers the Primary Investigator of all research projects to be the data owner.  

RECORDING RESEARCH DATA ON MOBILE PHONES 

The fact that data stored on a mobile phone is automatically stored on a number of servers raises data 

protection and ethical issues. If no alternative recording method is available then the following points 

need to be taken into account when using mobile devices: 

 Consent/Waiver forms need to make participants aware of the situation. 

 Researcher must ensure anonymity when recordings are done so individuals cannot be identified. 

This may involve using only first names or having aliases for participants.  

See APPENDIX 1 - Warning Re Using Non-University Storage (Cloud Servers) below for more info. 

http://www.nottingham.ac.uk/research/research-data-management/creating-data/software--file-formats.aspx
http://www.nottingham.ac.uk/research/research-data-management/creating-data/creating-data.aspx
http://www.nottingham.ac.uk/research/research-data-management/creating-data/working-with-data.aspx
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It is also the Primary Investigators responsibility to ensure data is:  

 held securely 

 has appropriate access 

The University offers a variety of data storage facilities, such as: 

 standard relational database services (MySQL, MS SQL and Oracle) 

 server based data services (IT provide a wide range of core services) 

 standard high performance data services (HPC) 

 standard accessible data services (R: drive folders) 

Notes:  

1. There is currently no standard university service that allows access to information anonymously. 

2. Any data stored in external repositories should also be held at the University of Nottingham. 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/creating-data/creating-data.aspx and 

http://www.nottingham.ac.uk/research/research-data-management/creating-data/working-with-data.aspx  

PLEASE SEE: APPENDIX 1 - WARNING RE USING NON-UNIVERSITY STORAGE (CLOUD SERVERS) 

b. How should such data be stored? 

It is good practice to limit the amount of people that can access personal, confidential or sensitive data, and 

to ensure there are sufficient security measures in place (i.e. encryption or passwords). 

Alternatively, you could separate personal, confidential or sensitive data from other data files and store 

them separately (still encrypted or password protected), or remove any personal identifiers (e.g. names). 

It is important to remember that personal data can be found on consent forms, information sheets and 

patient records and these would also need to be safeguarded. It is also advisable to document (e.g. through 

sufficient metadata) a datasets level of sensitivity and any ethical considerations in case this information is 

required in the future, and so others are aware of such measures if they re-use your data. 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/creating-data/software--file-formats.aspx  

 

RESEARCH DATA ORGANISATION 

It is important to organise your data for several reasons: 

 enables you and others to easily locate your data  

 helps avoid errors from occurring 

 prevents duplication of work 

 saves time, as information is more readily accessible 

a. How do I organise my files? 

The following steps adapted from the University of Cambridge should enable you to effectively organise 

your data: 

 Use folders: ensure files with a common topic/theme are grouped together under one location. 

 Conform to existing procedures: refer to your team or department for advice on approaches that 

already exist. 

 Use suitable folder names: avoid naming folders after colleagues or students. It is better to use a 

more suitable name that will indicate the topic and avoid confusion.  

http://www.nottingham.ac.uk/is/teaching-research/hosting/servicehostingoverview.aspx
http://www.nottingham.ac.uk/research/research-data-management/creating-data/creating-data.aspx
http://www.nottingham.ac.uk/research/research-data-management/creating-data/working-with-data.aspx
http://www.nottingham.ac.uk/research/research-data-management/creating-data/software--file-formats.aspx
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 Be consistent: use one method of naming files, as this can lead to confusion and be frustrating 

when trying to find something.  

 Arrange folders hierarchically: start with a generic folder and then use sub folders for more specific 

content. 

 Separate on-going work from completed work: ensure that work is separated to avoid duplication. 

It is advisable to do this on a regular basis. 

 Back-up your files: ensure your files/folders are backed-up. Refer to the back-up pages for more 

guidance.  

 Review your files: ensure that files are continually reviewed so you do not end up with masses of 

work at the end of the project which will be of no use. 

What should I consider when naming my files? 

 Vocabulary: Ensure that there is an agreed standard of language and use of abbreviations to avoid 

confusion. 

 Punctuation: Agree standards for when to use punctuation and the most suitable conventions e.g. 

hyphens instead of spaces. Try to ensure that these do not conflict with those that may already be 

adopted by your operating system for example: / ? " 

 Dates: Try to organise your files so that they are in chronological order and agree a standard for 

displaying dates i.e. DD/MM/YYYY. 

 Order: Agree on what elements should go first, so that files with the same theme are listed 

together and can therefore be easily found. 

 Numbers: Have an agreed number of digits which can then be ordered numerically e.g. 101, 102, 

103, 104. 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/organise-and-store-data/organising-storing-data.aspx  

b. Metadata 

Metadata, usually defined as "data about data," is used to describe an object (digital or otherwise), its 

relationships with other objects, and how the object has been and should be treated over time. Metadata 

allows users to locate and evaluate data without each person having to discover it anew with every use. A 

structured format and a controlled vocabulary, which together allow for a precise and comprehensible 

description of content, location, and value, are its basic elements.  

Metadata Categories and Functions 

Metadata is generally categorized into four or five groupings based on the information the metadata 

captures, as described below:    

 Descriptive Metadata: Metadata that describes the intellectual content of a resource and used for 

the indexing, discovery and identification of a digital resource. 

 Administrative Metadata: Metadata that includes management information about the digital 

resource, such as ownership and rights management. 

 Structural Metadata: Metadata that is used to display and navigate digital resources and describes 

relationships between multiple digital files, such as page order in a digitized book. 

 Technical Metadata: Metadata that describes the features of the digital file, such as resolution, 

pixel dimension and hardware.  The information is critical for migration and long-term sustainability 

of the digital resource. 

 Preservation Metadata: Metadata that specifically captures information that helps facilitate 

management and access to digital files over time.  This inherently includes descriptive, 

http://www.nottingham.ac.uk/research/research-data-management/organise-and-store-data/organising-storing-data.aspx
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administrative, structural, and technical metadata elements that focus on the provenance, 

authenticity, preservation activity, technical environment, and rights management of an object. 

NB. Unless all the elements are there, users will not be able to evaluate the metadata; they won’t be able 

to answer the question “Is this the book I want?” 

Taken from: http://www.mnhs.org/preserve/records/electronicrecords/ermetadata.php 

It is therefore important to organise and document datasets appropriately so that they can be used and 

reused efficiently, but also to facilitate discovery by others if they are to be shared.   

What metadata information is necessary? 

There is no single schema defining what metadata elements should be collected to describe research data 

or how they should be recorded.  However, the metadata should normally include:  

 all the information which will be needed to cite the data: author(s), title, date of creation, version, 

where the data can be found, if possible a DOI 

 any information which would be needed to enable people to verify the data e.g. details of 

experiments, hardware, software, how data was gathered 

 details of why the data was created or collected 

 subject terms or keywords which will help you or other potential users to identify relevant files 

 information about terms of use or restrictions 

The Digital Curation Centre (DCC) provides a useful resource, listing the various types of disciplinary 

metadata. 

How to create metadata  

It is possible to provide metadata in different ways: 

 Embedded documentation, such as that created using the properties facility in Microsoft Office 

programs. This method is used for simple files and allows searching and displaying files according to 

the metadata elements included. 

 Separate files of documentation with links to the data files. This is more appropriate for complex 

datasets. 

 Catalogue metadata, structured according to international standards to facilitate harvesting and 

searching in a variety of ways.  

Taken from: http://www.nottingham.ac.uk/research/research-data-management/organise-and-store-data/metadata.aspx  

c. Citing data 

Most researchers are familiar with the importance of citing references to written material in their research 

articles. The same principles apply to data: 

 If using data produced by someone else, it is appropriate to credit them for it. 

 If using personally created data, providing access to this will allow others to re-use and cite it. 

 Access to the raw data may facilitate validation of the research.    

Many journals, data centres and repositories may have their own preferred styles, so you should consult 

their specific guidance on citing data.  

How is data cited? 

As with citations of written articles, there are variations in the style and format of data citations. The 

following format is one example: 

 creator (publication year). title. version. publisher. resource type. identifier 

http://www.mnhs.org/preserve/records/electronicrecords/ermetadata.php
http://www.dcc.ac.uk/resources/metadata-standards
http://www.nottingham.ac.uk/research/research-data-management/organise-and-store-data/metadata.aspx
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 creator: author or researcher 

 publication year: the date when the dataset was published rather than when it was created 

 title 

 version 

 publisher: the data centre or repository 

 resource type: to facilitate accessing the data 

 identifier: locational information i.e. a URL or preferably a DOI 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/organise-and-store-data/citing-data.aspx  

 

RESEARCH DATA SECURITY 

Research data is more dynamic because of: 

 expanding computer networks 

 the increase in the use of removable storage 

 the popularity of remote access, mobile devices and internet services 

As a result, principle investigators need to consider the three states that data can be held during the 

lifecycle of the project.   

a. The three data states  

 Data at rest: data that is permanently stored on a local machine, a server, USB drive, portable 

hard drive or cloud storage service. Information Services offers a centrally managed file store 

that provides physical security, network security, access control, threat prevention and loss 

prevention. 

 

 Data in motion: data that is being moved between permanent locations by various methods such 

as USB drives, portable hard drives, and electronic transfer such as email, cloud based services 

and file transfer. 

 

 Data in use: describes situations where stored data is delivered from permanent storage to a 

different computer, device or application, to allow access or processing. From a security 

perspective, data in use is primarily concerned with ensuring the receiving computer, device or 

application is secured to avoid unauthorised access.  

 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/organise-and-store-data/data-states.aspx  

Key points outlining best practice for safeguarding electronic data: 

 Research data must be protected from anyone who is not allowed to view, copy, update or delete 

the information. 

NB: School based servers or PCs are not to be used as permanent storage, and a USB drive, portable 

hard drive or cloud based service must only be used as temporary storage.  

NB: Research data classified as confidential or highly confidential must be encrypted when being 

transferred via USB drives or portable hard drives. 

NB: All devices used to access confidential or highly confidential data must utilize access controls. This 

includes setting passwords or PINs on laptops, tablet computers, smart phones and other mobile 

devices. 

http://www.nottingham.ac.uk/research/research-data-management/organise-and-store-data/citing-data.aspx
http://www.nottingham.ac.uk/research/research-data-management/organise-and-store-data/data-states.aspx
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 Principle investigators are responsible for ensuring the data is held safely and in a secure and 

appropriate manner. 

 All research data must be classified using the University's information classification scheme.  Any 

confidential data may require additional security controls.  

 Any data that is accessed remotely may require extra security measures. The same is also true for 

storing data on cloud based solutions such as Dropbox or Sky Drive. 

 The data needs to be protected when in use on a machine, in motion - for example being sent via 

email - and at rest (such as when it is held on a USB device or server). 

 Researchers must make use of the centrally managed information security services, rather than 

implementing locally managed services. 

 Physical security should be employed to protect equipment, such as locking doors, or locking 

removable devices in a secure place. 

 IT Support are happy to offer advice and guidance for research projects. 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/organise-and-store-data/security.aspx  

 

RESEARCH DATA SHARING & ARCHIVING  

Data is the foundation of extensive and expensive research. Often, inadequate attention is given to the 

recording, labelling and storage that is necessary for validation and future re-use. 

For this reason, many funders require researchers to deposit all research data, resulting from their grants, 

into designated data centres. This will ensure that appropriate metadata is assigned and will preserve the 

data into the future - e.g UK Data Archive (for the Social Sciences and Humanities) and the NERC data 

centres. 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/data-sharing-and-archiving/data-sharing-and-archiving.aspx  

a. Selecting Data for Preservation 

Trying to select what data to keep for long term preservation can be a problematic process, particularly as 

it is impossible to predict what information will be required in the future.  There is no right or wrong 

answer of what to keep and what to dispose of, which ultimately makes the decision harder and solely 

reliant on a subjective opinion.  

Keeping an audit trail detailing what data was disposed of, why and when, and ensuring that funders and 

institutional requirements are met should help you overcome any unforeseen issues that may arise. 

Is it not possible to just keep everything? 

You may consider that keeping all of your data maybe the easiest solution however, it is not practical to do 

this for a number of reasons including: 

 costs associated to storing data in the long term 

 the difficulties it may cause others in trying to find the data that is ‘useful’ for them 

 if requested the information stored must be disclosed under the  Freedom of Information Act 

How should I select what to keep? 

There are several things to consider when deciding what data to keep. The following check list may provide 

a useful starting point to help with this decision: 

 What are my funder and institutional requirements on what data to keep? 

 Who holds the intellectual property and legal rights to this data in relation to storage and re-use? 

Can I negotiate these rights if it is not me? 

http://www.nottingham.ac.uk/research/research-data-management/organise-and-store-data/security.aspx
http://www.nottingham.ac.uk/research/research-data-management/data-sharing-and-archiving/data-sharing-and-archiving.aspx
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 Is there sufficient metadata to enable future users to locate the data effectively? 

 If the costs of storing the data are my responsibility can I afford it? 

 Is the data transient or a ‘one off’ that cannot be replicated e.g. weather records? 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/data-sharing-and-archiving/selecting-data.aspx  

b. Reusing data 

In January 2004 the OECD brokered an international Declaration on Access to Research Data from Public 

Funding. This recognised the significance of sharing and reusing data to further scientific research and 

innovation. 

As a result there have been various initiatives in the UK to encourage and facilitate data sharing and many 

of the Research Councils now require data to be archived.  

A summary of requirements is available from the JULIET database. 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/data-sharing-and-archiving/reusing-data.aspx  

Open data 

Research Councils UK are increasingly expecting researchers to share not only their publications, but also 

the data that underlies the publication.  

This drive towards Open Access for both publications and data will increase the amount of data available to 

other researchers and is part of the growing worldwide movement to share research data. 

The University are working with organisations such as DataCite to provide unique Digital Object Identifiers 

(DOI).  

A DOI is a unique and persistent method of identifying digital content and is commonly used to identify 

journal articles. The move towards open data means DOIs are becoming the standard to identify and cite 

data sets. 

Why share data? 

 Sharing data helps others to understand why the research is being undertaken and why it is 

important to society. 

 By going through the process of sharing your data, you will understand which data is important and 

how others could use your results. This will help you to identify, locate and safeguard your data in 

the future or if someone requests it unexpectedly. 

 Data can be combined or 'mashed up', linked, used in other fields, used by your peers and used 

commercially. With the overall benefit being that of advancing society through the sharing of 

research. 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/data-sharing-and-archiving/open-data.aspx  

c. Data interoperability 

Data interoperability is the process that allows the sharing of data between different organisations or 

researchers.  

Central to this is the premise that different types of data have commonalities and different data schemas 

can actually describe the same thing.  

The process of mapping these common data types between different schemas, allows data to be shared 

easily and reused.  For example, suppose dataset A and dataset B contains a series of dates and some 

corresponding data that was collected on those dates (this may be interview data or data from lab 

machines).  

http://www.nottingham.ac.uk/research/research-data-management/data-sharing-and-archiving/selecting-data.aspx
http://acts.oecd.org/Instruments/ShowInstrumentView.aspx?InstrumentID=157&Lang=en&Book=False
http://acts.oecd.org/Instruments/ShowInstrumentView.aspx?InstrumentID=157&Lang=en&Book=False
http://www.sherpa.ac.uk/juliet/
http://www.nottingham.ac.uk/research/research-data-management/data-sharing-and-archiving/reusing-data.aspx
http://www.nottingham.ac.uk/research/research-data-management/data-sharing-and-archiving/open-data.aspx
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Someone wanting to link these two datasets and seek out an associational link, must first check that the 

language used to describe the dates was the same and then usually carry out manual rework of the data to 

match the datasets together.  

More often than not, the labelling and format of the date ranges will be different, so interoperability will 

seek to specify a mapping between the dates in datasets A and B. Typically using a commonly used schema 

such as the Dublin Core. This will then enable a machine or other researcher, to use the data with the 

minimum of additional work. 

Taken from: www.nottingham.ac.uk/research/research-data-management/data-sharing-and-archiving/interoperability.aspx  

d. Depositing and Archiving Data  

Depositing your research data in a data repository ensures that your data is stored safely, preserved for 

future use and re-use (if applicable), backed up regularly, and facilitates the discoverability of your data.  

It is a requirement of many of the major funding organisations that you deposit your data in a 

repository/depository. 

Types of data repositories 

There are two main types of data repositories:   domain/disciplinary and institutional.  

Your funding organisation may require you to deposit your research data in an appropriate public archive. 

This is important in order to facilitate the validation of results and further work by other researchers. 

The Digital Curation Centre has created a useful table providing coverage of the major funders' publication 

and data policies. This table also indicated what type of data support the funders provide. 

In their 'Science as an Open Enterprise report' (pdf), published in June 2012, the Royal Society distinguishes 

between four tiers of digital repositories. They describe how each 'tier' requires different financial and 

infrastructural report: 

 Tier 1 includes major international data initiatives such as the Worldwide Protein Data Bank 

(wwPDB). 

 Tier 2 includes data centres and resources managed by national bodies such as the UK Research 

Councils or research funders such as the Welcome Trust. 

 Tier 3 includes data curation activity that takes place at individual universities and research 

institutes, for example an institutional repository. 

 Tier 4 collation and storage of research data by individual researchers or research groups. 

UoN Institutional Data Repository 

The University of Nottingham does not currently have a bespoke data repository.  

However, work is currently underway to roll out an institutional data repository/catalogue. The University 

of Nottingham Research Data Management policy states: 

1.5 The University will provide mechanisms and services for storage, backup, registration, deposit, 

retention and preservation of research data assets in support of current and future access, during and after 

completion of research projects. 

1.6 Any data which is retained elsewhere, for example in an international data service or domain 

repository, should be registered with the University. 

For further information, please email us. 

Taken from: http://www.nottingham.ac.uk/research/research-data-management/data-sharing-and-archiving/depositing-and-archiving.aspx 

http://dublincore.org/
http://www.nottingham.ac.uk/research/research-data-management/data-sharing-and-archiving/interoperability.aspx
http://www.dcc.ac.uk/resources/policy-and-legal/overview-funders-data-policies
https://royalsociety.org/~/media/Royal_Society_Content/policy/projects/sape/2012-06-20-SAOE.pdf
http://www.wwpdb.org/
mailto:itservicedesk@nottingham.ac.uk
http://www.nottingham.ac.uk/research/research-data-management/data-sharing-and-archiving/depositing-and-archiving.aspx
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Top 10 Tips about Research Data Management 
These top ten tips are not exhaustive but provide a basic overview of some important aspects of 

Research Data Management staff (and PhD students) should be aware of: 

1. Attend basic training: Make sure you understand what your responsibilities are by taking a training 
course on Research data. The University offers a standalone online learning course (aimed at PGRS 
and early career researchers), Research data management, and a video on Data Protection. 

2. Plan early: Start making plans early to save time and effort over the life of the research project. 

3. Draw up a Research Data Management Plan: Create a management plan to ensure you have 
thought through all the options from collecting to preserving data. NB If you are doing funded 
research then consult CAS and IS for help in putting together the management plan. 

4. Organise a data storage place: As a minimum, have an R drive set up to store your research data. 
This will also allow you to share it with colleagues. 

5. Plan how you will organise your files: Create a file naming convention and meta data structure for 
saving your data. 

6. Establish the data capture method: Decide on the method of data capture and book/buy any 
necessary equipment. 

7. Check data capture format is compatible for sharing: Make sure that the captured data will be 
easily transferable to other required formats. 

8. Create an information sheet for participants: Make sure you explain why you need it, what you 
are going to do with it and how long you intend to keep it.   

9. Do your research: Collect the data and store it as you go along to the agreed conventions.  

10. Destroy unnecessary data. Don’t hold onto data that is not relevant to your research – delete it 
completely. Delete computer data and empty the bin and/or shred paperwork.  

https://training.nottingham.ac.uk/cbs-notts/Guests/GuestCourse.aspx?CourseRef=GSTRDM
http://www.nottingham.ac.uk/legalservices/podbriefings/data-protection.aspx
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APPENDIX 1 - Warning Re Using Non-University Storage (Cloud Servers) 

 

There are some public solutions to storage, for example Microsoft’s SkyDrive, Dropbox and Google 

Drive, etc, that allow access to information from any internet enabled system. 

Also, many mobile devices automatically save data on a cloud server and some will backup it up on a 

second server.  

If you are using any of these cloud servers please be aware of the following:  

Availability 

 Some western cloud servers (e.g. such as Google) may not be accessible to people in China.  

NB. So it is not appropriate to use this type of solution for any teaching related materials. 

Data security  

 You have little or no control over the security of cloud data. 

 Cloud servers that offer backups produce multiple copies of your data that you have no control 
over. 

 While some cloud servers offer backups many don’t and accept no liability for data loss. There is 
often little or no guarantee that your data can be recovered if the infrastructure fails so be sure 
you have another backup stored elsewhere. 

 There is the possibility of cloud data being accidently seen by other users and/or stolen by 
hackers. 

 The cloud server’s technicians and technical suppliers may in exceptional cases be given access to 
your data to allow them to check the system. 

NB. Personal data is not allowed to be transferred outside the EU except under specific circumstances. 

Ownership and government intrusion 

 UK companies offering a cloud server service may have their physical server in another country. 

 Some cloud companies will not guarantee the physical location of their servers and if they are in a 
non-UK country then UK privacy laws will not be respected.  

 Cloud servers based in other countries fall under the law of that country raising questions about 
ownership and the possibility of foreign government intrusion.  

 Any legal challenges concerning your data will be dealt with under the laws of the country where 
the physical server are housed.  

NB. Information owned by The University of Nottingham should not be stored on cloud servers. 

Support 

 Should there be an issue with a non-University storage, the IT department will not be able 
to assist as any contract will be between the individual and the provider. 
 

“The vital point to remember is that although your data is not physically stored on your local hard 

drive, it is still stored somewhere, and with this in mind it may still be susceptible to the same failures 

and problems as the hard drive in your laptop or pc. Server farms are not invincible; storage media 

can fail, large corporations can get hacked, and data can get deleted just as easily on a server as it 

can on your computer, so be wary of storing all of your important and confidential files in the cloud.” 

Quote from: http://blog.krollontrack.co.uk/top-tips/where-on-earth-is-cloud-data-actually-stored/  

Adapted from: http://www.nottingham.ac.uk/it-services/services/filestore/files-staff.aspx and online articles. 

http://blog.krollontrack.co.uk/top-tips/where-on-earth-is-cloud-data-actually-stored/
http://www.nottingham.ac.uk/it-services/services/filestore/files-staff.aspx
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APPENDIX 2 - Guidelines for Research Data – Overview 
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